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BCA IV SEMESTER [MAIN/ATKT] EXAMINATION

MAY - JUNE 2025
CYBER SECURITY

[ Legal Challenges in Forensics and Network Security]

[Vocational Course]

[Max. Marks : 60] [Time : 2:00 Hrs.]

Note : All THREE Sections are compulsory. Student should not write any thing on question paper.
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[Section - A]

This Section contains Multiple Choice Questions. Each question carries 1 Mark. All
questions are compulsory.
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Q. 01

Q. 02

Q. 03

Physical security deals with all of the following except -
Hiferes Re Fr=fofag & wwaftad & fam —

a) Buildings b) Comp. Devices
¢) Logical Systems d) Comp. Rooms

The process of converting plain text to cipher text is called -

a) Decryption b) Translation

¢) Conversion d) Encryption
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a) fefpem b) 3rIdrE

¢) BUFTR d) ufspeH

Which of the following 1s not an appropriate way of targeting a mobile phone

for hacking -

a) Target mobile H/W b) Target App's vulnerabilities
vulnerabilities

¢) Setup keyloggers and spyware in d) Snatch the phone
smart phones
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Q. 04 Choose the term which describes digital forensic

a) Science of collecting and b) Process of chasing the criminal
analyzing evidence
¢) Process of punishing the culprit d) Preservation filtering and
organization of evidence
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Q. 05 In which year India's I'T act came in existence -

TRT &7 o <) arfafaay g oy oftaa o amam —

a) 2000 b) 2001
¢) 2002 d) None of these
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[Section - B]
This Section contains Short Answer Type Questions. Attempt any five questions in this
section in 150 words each. Each question carries 7 Marks.
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Q. 01 Define Integrated Physical Security with importance of Infrastructure
Security.
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Q. 02 Define security threads in briet with example.
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Q. 03 Define Device Security Policies.
fSarsd gRem Nl gRATieT & |

Q. 04 Define digital forensic with its objectives and example.
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Q. 05 Define cyber law and also define section 65 in the information IT Act.
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Q. 06

Q. 07

Q. 08

Explain tools and software used in network security in brief.
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Define Wi-Fi security with key aspects of Wi-Fi security.
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What are the sources of Digital Evidence. Define in brief with example.
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[Section - (]

This section contains Essay Type Questions. Attempt any two questions in this section in
350 words each. Each question carries 10 marks.
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Q. 09

Q. 10

What i1s Digital Forensic Investigative Procedure. Explain in detail with
example.
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Explain following -

Types of network security.

Anti-virus and management of anti-virus.
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Explain following -

IT Act 2000 b) Host firewall and its significance
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Explain following -

Use of strobe light, motion sensors and smoke detector in physical security.
Overview of intrusion detection system.
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